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Instructions : (1)  All questions carry equal marks in Section-I.
(2) Attempt any two questions in Section-I.

(3)  Question S in Section-II is Compulsory.

SECTION -1
1. (A) What do you mean by Information security ? Explain all important Characteristics
of Information. 5
(B) Explain role of different security professionals in an organization. 5
2. (A) Explain following terms : 5
(1) Sabotage
(2) Espionage
(3) Polymorphic Threat
(4) Trojan Horse
(5) Virus
(B) Explain all Risk Control Strategies for Information Security. 5
3.  (A) Explain following terminologies related to access control mechanism : 5

(1)  Identification
(1))  Authentication
(ii1)) Authorization
(iv) Accountability
(v) Mandatory Access Control
(B) Write note : 5
(1) VPN
(2) Firewall
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4.  (A) Explain “Substitution” and “Exclusive OR” cipher method giving example.

(B) Explain “Symmetric” and “Asymmetric”” Encryption.

SECTION - 11

5. Fill in the blanks. (Attempt any five)

1.
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is weaknesses or fault in a system that opens it to attack or damage.
(a) Vulnerability (b) Threat
(c) Attack (d) Asset

work directly with data owners. They are responsible for the storage,
maintenance, and protection of the information.

(a) Data custodians (b) Data Owners

(c) Data Users (d) All of these

A is a program or device that can monitor data travelling over a network.
(a)  Sniffer (b) Thief

(c) Robber (d) All of these

is a well-known electronic and human activities that can breach the
confidentiality of information.

(a) Espionage
(b) Trespass
(c) Trespass and espionage both

(d) None of these

In mail bomb, an attacker routes large quantities of e-mail to the target.
(a) True
(b) False
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In a attack, the attacker sends a large number of connection or information
requests to a target.

(a) Denial of service (b) Virus

(¢c) Worm (d) None of these

Full form of RADIUS is

(a) Remote Authorization Dial-In User Service
(b) Remote Authentication Dial-In User Service
(c) Random Authentication Dial-In User Service

(d) Random Authorization Dial-In User Service

is the encoded message resulting from an encryption.
(a) Cipher text (b) Decipher
(c) Encipher (d) None of these

Digital signatures is a digital code, which is attached to an electronically
transmitted document to verify its contents and the sender’s identity.

(a) True
(b) False
Full form of HTTP is

(a) Hyper Text Transfer Protocol
(b) Hyper Text Transfer Procedure
(c) Hyper Text Transfer Program
(d) Hyper Text Transport Protocol
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