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1. (a) Information Security …é¤øÅÛé ÉÛä× ? Information¶Ûà ÅÛÛ“ÛÜ¨Ûïõ©ÛÛ…Ûé ›÷¨ÛÛÈÛÛé.  3 

             …¬ÛÈÛÛ  

   ÍÛ¾Û›ÛÈÛÛé : 

   (1) Access 

   (2) Worms 

   (3) Password crack 

 (b) †¶ºõÛé¾ÛëÉÛ¶Û ÍÛàîýÛäÁõà¤øà¶ÛÛ ¼ÛµÛÛ ½ÛÛ•ÛÛé ›÷̈ ÛÛÈÛÛé. 2 

…¬ÛÈÛÛ 

   “Balancing of Information Security and Access” Š¸ÛÁõ ¶ÛÛêµÛ ÅÛ”ÛÛé.   

 (c) Security ¶ÛÛ ¼ÛµÛÛ ›÷ ÅÛéýÛÁõ ÍÛÜÈÛÍ©ÛÛÁõ¬Ûà ÍÛ¾Û›ÛÈÛÛé. 2 

                                   …¬ÛÈÛÛ 

   “Information Security” ˆÜ©ÛÐüÛÍÛ Š¸ÛÁõ ¶ÛÛêµÛ ÅÛ”ÛÛé.  

 

2. (a) Threat …é¤øÅÛé ÉÛä× ? ›Û¨Ûà©ÛÛ Threat¶Ûä× list ïõÁõÛé.  3 

                  …¬ÛÈÛÛ  

   …é¤éøïõ …é¤øÅÛé ÉÛä× ? ÍÛÜÈÛÍ©ÛÛÁõ ÍÛ¾Û›ÛÈÛÛé.  

 (b) ÍÛ¾Û›ÛÈÛÛé :  2 

   (1) Dictionary 

   (2) Spam 

                 …¬ÛÈÛÛ 

   Risk Control Strategies ÍÛ¾Û›ÛÈÛÛé.  

 (c) Business ¾ÛÛ× ˆ¶ºõÛé¾ÛëÉÛ¶Û ÍÛàîýÛäÁõà¤øà¶Ûà ›÷ÄõÜÁõýÛÛ©Û ›÷¨ÛÛÈÛÛé.  2 

     …¬ÛÈÛÛ  

   Risk Management ÍÛ¾Û›ÛÈÛÛé.  

 

3. (a) VPN ¸ÛÁõ ¶ÛÛêµÛ ÅÛ”ÛÛé.  3 

      …¬ÛÈÛÛ  

   Firewalls …é¤øÅÛé ÉÛä× ? ©Ûé¶ÛÛ Processing mode ›÷¨ÛÛÈÛÛé.   
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 (b) Access Control ÍÛ¾Û›ÛÈÛÛé.  2 

    …¬ÛÈÛÛ  

   ÍÛ¾Û›ÛÈÛÛé : 

   (1) Circuit Gateway 

   (2) Hybrids Firewall 

 (c) “Application Gateways” ÍÛ¾Û›ÛÈÛÛé.  2 

            …¬ÛÈÛÛ  

   “Firewall Categories by Structure” ÍÛ¾Û›ÛÈÛÛé.  
 

4. (a) Cryptography …é¤øÅÛé ÉÛä× ? Cryptography ¶ÛÛ tool ›÷¨ÛÛÈÛÛé.  3 

                           …¬ÛÈÛÛ  

   Digital Signature …¶Ûé Digital Certificate ÈÛ˜˜Ûé¶ÛÛé ©ÛºõÛÈÛ©Û ›÷¨ÛÛÈÛÛé.  

 (b) Steganography …é¤øÅÛé ÉÛä× ? ÍÛ¾Û›ÛÈÛÛé.  2 

                   …¬ÛÈÛÛ  

   Public Key Infrastructure ÍÛ¾Û›ÛÈÛÛé.  

 (c) Cipher Method ÍÛ¾Û›ÛÈÛÛé.  2 

           …¬ÛÈÛÛ  

   Cryptography¶ÛÛ Ðéü©Ûä ›÷¨ÛÛÈÛÛé.  
 

5. ¶Ûà˜Ûé …Û¸ÛéÅÛ ¸ÛóÊ¶ÛÛé¶ÛÛ ©Ûé¶Ûà ¶Ûà˜Ûé …Û¸ÛéÅÛ ÜÈÛïõÅ¸ÛÛé¾ÛÛ×¬Ûà ýÛÛé•ýÛ ÜÈÛïõÅ¸Û ¸ÛÍÛ×þù ïõÁõà ›÷ÈÛÛ¼Û ›÷̈ ÛÛÈÛÛé : 7  

 (1) CIO¶Ûä× ¸ÛäÄ×õ ¶ÛÛ¾Û ________.  

   (a) Chief Information Officer (b) Critical Information Organization 

   (c) Chief Investigation Officer (d) Crime Information Officer 

 (2) ¬ÛÛé¦øÛïõ ÍÛ¾ÛýÛ ¾ÛÛ¤éø ¸ÛæÁõ©ÛÛé ¸ÛÛÈÛÁõ ›ÛýÛ ©Ûé¶Ûé ________ ïõÐéü ™öé.  

   (a) Blackout (b) Fault 

   (c) Brownout (d) Spike 

 (3) Application Level Firewall ¶Ûé ________ ïõÐéü ™öé.  

   (a) Application gateway (b) Aroxy Server 

   (c) ¼Û×¶Ûé (a) & (b) (d) …Û¾ÛÛ×¬Ûà ïõÛé̂  ¶ÛÐüá 
  (4) ARPA ¶Ûä× ¸ÛäÄõ ¶ÛÛ¾Û ________. 

   (a) Auto Research Project Agency (b) Advance Research Project Agency  

   (c) Advance Rate Prototype Agency (d) …Û¾ÛÛ×¬Ûà ïõÛé̂  ¶ÛÐüá 
 (5) Asymmetric Encryption ¶Ûé ________ ¸Û¨Û ïõÐéü ™öé.  

   (a) Public Key (b) Secret Key  

   (c) Symmetric (d) SSL 

  (6) Malicious code ¶Ûé ________ ïõÐéü ™öé.  

   (a) Malware (b) Malicious software 

   (c) ¼Û×¶Ûé (a) & (b) (d) …Û¾ÛÛ×¬Ûà ïõÛé̂  ¶ÛÐüá 
 (7) Encryption and Decryption¶ÛÛé ¾ÛÐü«ÈÛ¶ÛÛé ½ÛÛ•Û ________ ™öé.  

   (a) Key  (b) Paper 

   (c) Electronic Media (d) …Û¾ÛÛ×¬Ûà ïõÛé̂  ¶ÛÐüá  
_____________ 
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1. (a) What is Information Security ? List out characteristics of Information. 3 

             OR 

   Explain : 

   (1) Access 

   (2) Worms 

   (3) Password crack 

 (b) Write down all the components of information security. 2 

OR 

   Write a note of “Balancing of Information Security and Access”.  

 (c) Explain all Security Layer in detail. 2 

                                            OR 

   Write a note on “History of Information Security”. 

 

2. (a) What is Threat ? List all major Threat. 3 

                  OR 

   What is Attacks ? Explain in detail. 

 (b) Explain :  2 

   (1) Dictionary 

   (2) Spam 

                  OR 

   Explain Risk Control Strategies. 

 (c) Why Information Security is Required in Business ? 2 

     OR 

   Explain Risk Management. 

 

3. (a) Write note on VPN. 3 

      OR 

   What is Firewalls ? List its Processing mode.  
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 (b) Explain Access Control. 2 

    OR 

   Explain : 

   (1) Circuit Gateway 

   (2) Hybrids Firewall 

 (c) Explain “Application Gateways”. 2 

            OR 

   Explain “Firewall Categories by Structure”. 

 

4. (a) What is Cryptography ? Explain Cryptography tool. 3 

                           OR 

   Write down difference between Digital Signature and Digital Certificate. 

 (b) What is Steganography ? Explain. 2 

                   OR 

   Explain Public Key Infrastructure. 

 (c) Explain Cipher Method. 2 

           OR 

   Explain Aims of Cryptography. 

 

5. Answer the following question by choosing proper option given at the end of each 

question :   7 

 (1) Give full name of CIO _______. 

   (a) Chief Information Officer (b) Critical Information Organization 

   (c) Chief Investigation Officer (d) Crime Information Officer 

 (2) Complete loss of power for a moment is known as a ________. 

   (a) Blackout (b) Fault 

   (c) Brownout (d) Spike 

 (3) Application Level Firewall also known as _______. 

   (a) Application gateway (b) Aroxy Server 

   (c) both (a) & (b) (d) None of the above  

  (4) ARPA stand for ________. 

   (a) Auto Research Project Agency (b) Advance Research Project Agency  

   (c) Advance Rate Prototype Agency (d) None of the above 

 (5) Asymmetric Encryption also known as ________. 

   (a) Public Key (b) Secret Key  

   (c) Symmetric (d) SSL 

  (6) Malicious code also known as ________. 

   (a) Malware (b) Malicious software 

   (c) both (a) & (b) (d) None of the above 

 (7) ________ a main part of Encryption and Decryption. 

   (a) Key  (b) Paper 

   (c) Electronic Media (d) None of the above  

_____________ 


