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1. Explain: 7
(1) Characteristics of Information
(2) Components of an Information System
OR
1.  Explain : 7
(1) Role of Security Professionals in an Organization
(2) Balancing Information Security and Access

2. Explain following terms : 7
(1) Sabotage
(2) Espionage
(3) Polymorphic Threat
(4) Compromise of Intellectual Property
(5) Trespass

OR
2. Write note on “Risk Control Strategies for Information Security”. 7
3. What s a firewall ? Explain firewall categorized by “Generation”. 7
OR
3. Write note : 7
(1) VPN

(2) Application Gateways

4.  Explain : 7
(1) Substitution Cipher Method
(2) Transposition Cipher Method

OR
4.  Explain “Symmetric” and “Asymmetric” Encryption. 7
5. Choose the correct answer : (Attempt any 7) 7
(1) are responsible for the storage, maintenance, and protection of the
information.
(a) Data custodians (b) Data Owners
(c) Data Users (d) All of these
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In a attack, the attacker sends a large number of connection or
information requests to a target.
(a) Virus (b) Denial-of-service
(c) Worm (d) None of the above
is weaknesses or fault in a system that opens it to attack or damage.
(a) Attack (b) Threat
(c)  Vulnerability (d) Asset
A computer is a type of harmful software that copy itself and spread
from one computer to another without requiring any user intervention.
(a) Trojan Horse (b) virus
(c) spam (d) worm
Full form of HTTP is

(a) Hyper Text Transfer Protocol
(b)  Hyper Text Transfer Procedure
(c)  Hyper Text Transfer Program
(d)  Hyper Text Transport Protocol

is the creation of email messages with a forged sender address.
(a) Email drafting (b)  Email spoofing
(c) Threat mail (d) None of the above
is the encoded message resulting from an encryption.
(a)  Encipher (b) Decipher
(c) Cipher text (d) None of the above
Full form of RADIUS is .

(a) Random Authorization Dial-In User Service
(b) Remote Authorization Dial-In User Service
(c) Random Authentication Dial-In User Service
(d) Remote Authentication Dial-In User Service

A is a certificate issued by a Certificate Authority (CA) to verify the
identity of the certificate holder.

(a) digital certificate (b) digital key

(c) digital signature (d) None of the above

(10) DES stands for .

(a) Data Encryption Solution  (b) Data Encryption Standard
(c) Data Encryption Statement (d) None of the above

(11) A is a method of authenticating a message or document.
(a) digital letter (b) digital proof
(c) digital signature (d) None of the above
(12) systems use a single key to both encrypt and decrypt a message.
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(a) Asymmetric encryption
(b) Message

(¢)  Unethical data

(d) Symmetric encryption



