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Q.4) Answer the following (Attempt any Five) (10 Marks)
{A] What is Annual Loss Expectancy (ALE)?
(B} Memorandum of Understanding (MOU) means?
(C} Explain Risk Acceptance
{D} What is Intrusion Prevention System (IPS)?
(E) Describe Personally Identifiable Information (PII)
(F} Explain false negative
(G} What is Active Response?

0.8} Answer the following guestions by selecting appropriate choice: (O5 Marks)

{1} What technclogy uses mathematical algorithms to render information
unreadable to those lacking the i:eqmred key?
A) DLP B} Data Obfuscation
C) Data Minimization D} Data Encrvption

(2) Sharif receives a bill for services that he does not believe his company
requested or had performed. What type of social engineering technique is
this?
A} Credential harvesting B} A hoax
C) Reconnaissance D} An invoice scam

{3) What language is STIX based on?
A) PHP B} HTML C) XML D} Python

{4) Tony is reviewing the status of his organization's defenses against a breach
of their file server. He believes that a compromise of the file server could
reveal information that would prevent the company from continuing to do
business. What term best describes the risk that Tony is considering?
A) Strategic B) Reputational C} Financial D} Operational

(3} What type of malware is adware typicaﬂy classified as?
A} ADCG B} A backdo Cj APUP D} A rootkit

@-6} Answer the following (Attempt any Twe) {20 Marks!

W
{A) Explain RAID i1 details.

(B} What is Firewali? Explain type of Firewall in details.

(C) Explain DLP in detail, including the environment and mechanisms.

g @%Li};@m@g any Two!l (20 M
cel of Cloud Computing in details.
B Expialm R’zsk AS”‘@ sment in details.




