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What is security? Explain components of Information System in detail.
OR

Explain in detail “Security Professionals in an organization and their
responsibility”.

Explain any seven “Attacks” responsible for compromising a system.
OR

Why risk management is important in an organization? Explain its steps in detail.

What is a firewall? Explain firewall categorized by 'st.ructure.
OR

Explain how to protect a remote connection? Explain VPN,

What do you mean by cryptographic tools? Explain “Steganography” and “Digital

signature”.
OR
Explain Cyber Substitution cryptographic Method with the help of an example.

Choose the correct answer. (Attempt any 7)

A e is a program /device that can monitor data traveling over a
network. o

(a) Sniffer

(b) Tracker

(c) Monitor

(d) All of these

—————————— is an intentional or unintentional act that can cause damage to information
or the systems that support it.

(a) Asset

(b) Attack

(¢) Access

(d) None of these

(7)

(7

(7

(7

(7

(7

(7

(7

(7)
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Information has =—==memmwmwem- when it is protected from disclosure or exposure to
unauthorized individuals or systems.

(a) privacy

(b) integrity

(c) confidentiality

(d) None of these

——————————— is encrypted text transformed from plaintext using an encryption
algorithm.

(a) Decipher

(b) Encipher

(¢) Cipher

(d) Ciphertext

Full form of HTTP is -=---emmmeemmmeaee :
(a) Hyper Text Transfer Protocol
(b) Hyper Text Transfer Procedure
(c¢) Hyper Text Transfer Program
(d) Hyper Text Transport Protocol

A computer --------ruu- is a type of harmful software that copy itself and spread
from one computer to another without requiring any user intervention.

(a) virus

(b) worm

(¢) Trojan Horse

(d) Adware

—————————————— is an encryption method in which the same cryptographic key is used
for both encryption and decryption.

(a) Standard cryptography

(b) Asymmetric cryptography

(¢) Symmetric cryptography

(d) None of these

A e is a computer network security system that restricts internet traffic in a
private network

(a) Hub

(b) Gateway

(c) Gatewall

(d) firewall

A -mmm- connection establishes a secure connection between you and the internet.
(a) VPN

(b) VIP

(c) VCP

(d)VVIP

DES stands for -----

(a) Data Encryption Statement
(b) Data Encryption Standard
(c) Data Encryption Solution
(d) None of these
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A e is a form of electronic credential that can prove the authenticity of a
user.

(a) Digital letter

(b) Digital controversies

(c) Digital certificate

(d) None of these

-------------- is the creation of email messages with a forged sender address.
(a) Data spoofing

(b) message

( ¢) unethical data

(d) Email spoofing
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