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1.    ?   . 7 

 
 “   (Components of Information System)”    . 7 
 
2.   “   (Risk Control Strategies)”   . 7 

 
    ,   “ (threats)” . 7 
 
3.            . 7 

 
    ?  . 7 
 
4.       : 7 

 (i)  (Substitution)  

 (ii)   

      
    : 7 

 (i)   
 (ii)   

 
5.     : ( ) 7 

 (1)   ,          _______  . 
  (a)  (Integrity) (b)  (confidentiality) 

  (c)  (a)  (b) (d)    
 (2) _______     -    . 
  (a) -  (b) -  

  (c) -  (d)    
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 (3) _______ _______              
   . 

  (a)  (Threat) (b)  

  (c)  (d)    
 (4) _______   - . 
  (a)  (b)  

  (c)  (d)  
 (5) _______           

. 
  (a)    (b)  
  (c)  (d)    
 (6) _______            . 
  (a)  (Conversation) (b)   

  (c)  (d)    
 (7) _______          . 
  (a)  (b)  
  (c)   (d)    
 (8) _______               

. 
  (a)  (Damage) (b)  (Attack) 

  (c)  (Theft) (d)  (Sabotage) 
 (9) _______,       . 
  (a)  (Decipher) (b)  (Encipher) 

  (c)   (Plain Text) (d)    
 (10)  _______     ,       

. 
  (a)  (Decipher) (b)  (Encipher) 

  (c)   (Plain Text) (d)    
 (11) _______    . 
  (a)  (b)  (Dictionary) 

  (c)  (d)    
 (12) _______        . 
  (a)   (b)  

  (c)  (d)  
___________ 
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1. What is Security ? Explain characteristics of Information. 7 

    OR 

 Write detailed note on “Components of Information System”. 7 

 

2. Explain in detail various “Risk Control Strategies”. 7 

    OR 

 Explain any seven “Threats” to the Information System. 7 

 

3. Write a detailed note on various mechanisms used in access control. 7 

    OR 
 What is Firewall ? Explain in detail. 7 

 

4. Explain following cypher methods : 7 

 (i) Substitution Cypher 

 (ii) Exclusive OR 

   OR 
 Define following :  7 

 (i) Digital Signature 

 (ii) Digital Certificate 

 

5. Choose the correct answer : (any seven) 7 

 (1) Information has _______ when it is whole, complete and uncorrupted. 

  (a) integrity (b) confidentiality 

  (c) both (a) and (b) (d) None of these 

 

 (2) _______ is the act of sending an e-mail message with a modified field. 

  (a) E-mail theft (b) E-mail spoofing 

  (c) E-mail bombing (d) None of these 
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 (3) _______ is a weakness or fault in a system that opens it to attack or damage. 
  (a) Threat (b) Weakness 
  (c) Vulnerability (d) None of these 
 
 (4) _______ is unsolicited commercial e-mail. 
  (a) Worm (b) Virus 
  (c) Bomb (d) Spam 
 
 (5) In a _______ attack, the attacker sends a large number of connection or 

information requests to a target. 
  (a) Denial-of-service (b) Worm 
  (c) Virus  (d) None of these 
 
 (6) _______ is a term used for malicious activities accomplished through human 

interactions. 
  (a) Conversation (b) Social engineering 
  (c) Gossip (d) None of these 
 
 (7) _______ changes its form to avoid detection by antivirus. 
  (a) Virus  (b) Worm 
  (c) Polymorphic virus (d) None of these 
 
 (8) _______ means either destroy an asset or damage the image of an organization. 
  (a) Damage (b) Attack 
  (c) Theft  (d) Sabotage 
 
 (9) _______ is to convert, ciphertext into the equivalent plain text. 
  (a) Decipher (b) Encipher 
  (c) Plain text (d) None of these 
 
 (10) _______ is to convert, plain text into the equivalent ciphertext. 
  (a) Decipher (b) Encipher 
  (c) Plain text (d) None of these 
 
 (11) _______ is the art of secret writing. 
  (a) Encryption (b) Dictionary 
  (c) Steganography (d) None of these 
 
 (12) _______ is short-range wireless communication between devices. 
  (a) Data Transfer (b) Wireless 
  (c) Networking (d) Bluetooth 

___________ 

 


