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(2) Attempt any TWO questions in Section 1.
(3) Question 5 in Section II is COMPULSORY.

SECTION -1
Explain :
(1) Characteristics of information.
(2) What is Security ? Explain C.LLA. Triangle.
Explain :
(1) Role of Security Professionals in an Organization.

(2) Components of an Information System.

Explain following threats :
(1) Polymorphic Threats
(2) Virus

(3) Trespass

(4) Forces of Nature

(5) Compromise of Intellectual Property
Explain following attacks :
(1) Man-in-the-Middle
(2) Spam

(3) Mail Bombing

(4) Social Engineering

(5) Distributed Denial-of-Service attack.
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3. (A) Write note :
(1)  Authentication
(2) Firewalls Categorized by Generation
(B) Write note :
(1) VPN
(2) Application Gateways

4.  (A) Explain:
(1)  Substitution Cipher Method
(2) Transposition Cipher Method
(B) Explain :
(1) Digital Certificate
(2) Symmetric Encryption

SECTION - 11

5. Fill in the blank : (Attempt any five)

(1) is the creation of email messages with a forged sender address.

(2) is the encoded message resulting from an encryption.

3) is to decode cipher text into the equivalent plain text.

4) is the technique of hiding secret data within an ordinary message in

order to avoid detection.

(5) is a malicious program that replicates itself constantly, without requiring

another program environment.

(6) In a attack, the attacker sends a large number of connection or

information requests to a target.
(7) is an unsolicited commercial e-mail.
(8) Full form of UDP is .
(9) Full form of DSL is .

(10) Full form of HTTP is .
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