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ÍÛæ̃ Û¶ÛÛ :   ¼ÛµÛÛ ¸ÛóÊ¶ÛÛé¶ÛÛ •Ûä̈ Û ÍÛÁõ”ÛÛ ™öé. 

Instruction : All questions carry equal marks.  

     

 

1. (A) Information ¶Ûà ïõÛé̂  ªÛ¨Û characteristics ÍÛ¾Û›ÛÈÛÛé. 3 

  Explain any three characteristics of information. 

     …¬ÛÈÛÛ/OR 

  Security …é¤øÅÛé ÉÛä× ? ©Ûé¶ÛÛ Layers ÍÛ¾Û›ÛÈÛÛé. 

  What do you mean by security ? Explain its layers.  

   

 (B) Information System ¶ÛÛ Components ¤æ×øïõ¾ÛÛ× ÍÛ¾Û›ÛÈÛÛé. 2 

  Explain in brief components of an Information System. 

      …¬ÛÈÛÛ/OR 

  “Balancing Information Security and Access” Š¸ÛÁõ ¶ÛÛêµÛ ÅÛ”ÛÛé. 

  Write a note on Balancing Information Security and Access.  

   

 (C) “Information Security Project Team” ¶Ûà ½ÛæÜ¾ÛïõÛ ÉÛä× ™öé ÅÛ”ÛÛé. 2 

  Write role of Information security project team. 

     …¬ÛÈÛÛ/OR 

  E-mail spoofing ÍÛ¾Û›ÛÈÛÛé. 

  Explain E-mail spoofing.   
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2. (A) ¶Ûà˜Ûé¶ÛÛ Threats ¸ÛÁõ ¤æ×øïõ¶ÛÛêµÛ ÅÛ”ÛÛé : 3 

  Write note on following threats :  

   (1) Compromise to Intellectual property 

   (2) Virus 

  (3) Trojan Horse 

    …¬ÛÈÛÛ/OR 

  ¶Ûà˜Ûé¶ÛÛ Threats ¸ÛÁõ ¶ÛÛêµÛ ÅÛ”ÛÛé : 

  Write note on following threats : 

  (1) Polymorphic Threats 

  (2) Espionage or Trespass 

  (3) Worm 

 (B) ¶Ûà˜Ûé …Û¸ÛéÅÛÛ attack ÍÛ¾Û›ÛÈÛÛé : 2 

  Explain following attack : 

  (1) Password crack 

  (2) Man-in-the-middle 

     …¬ÛÈÛÛ/OR 

  ¶Ûà˜Ûé …Û¸ÛéÅÛ attack ÍÛ¾Û›ÛÈÛÛé. 

  Explain following attack : 

  (1) Denial-of-service attack 

  (2) Mail Bombing  

 (C) “Risk Management” ÍÛ¾Û›ÛÈÛÛé. 2 

  Explain Risk Management. 

    …¬ÛÈÛÛ/OR 

  “Risk Assessment” ÍÛ¾Û›ÛÈÛÛé. 

  Explain Risk Assessment.  

 

3. (A) “Packet Filtering Firewall” ÍÛ¾Û›ÛÈÛÛé. 3 

  Explain “Packet Filtering Firewall”.  

    …¬ÛÈÛÛ/OR 

  “MAC Layer Firewall” ÍÛ¾Û›ÛÈÛÛé. 

  Explain “MAC Layer Firewall”. 
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 (B) Firewall ¶Ûà Generation (¸Ûé§øà) ¸ÛÁõ ¶ÛÛêµÛ ÅÛ”ÛÛé. 2 

  Write a note on generation of firewall.  

     …¬ÛÈÛÛ/OR 

  Structure  ¶ÛÛ …ÛµÛÛÁéõ Firewall ¶Ûä× ÈÛ•ÛâïõÁõ¨Û ÍÛ¾Û›ÛÈÛÛé. 

  Explain firewall categorized by structure. 

 (C) Access Control ÍÛ¾Û›ÛÈÛÛé. 2 

  Explain Access control. 

    …¬ÛÈÛÛ/OR 

  VPN ̧ ÛÁõ ¶ÛÛêµÛ ÅÛ”ÛÛé. 

  Write note on VPN. 

    

4. (A) “Substitution Cipher method” ÍÛ¾Û›ÛÈÛÛé. 3 

  Explain Substitution Cipher Method. 

    …¬ÛÈÛÛ/OR 

  Steganography ÍÛ¾Û›ÛÈÛÛé. 

  Explain Steganography.  

 (B) “Symmetric Encryption”  ¸ÛÁõ ¶ÛÛêµÛ ÅÛ”ÛÛé. 2 

  Write a note on “Symmetric Encryption”. 

     …¬ÛÈÛÛ/OR 

  “Asymmetric Encryption” ¸ÛÁõ ¶ÛÛêµÛ ÅÛ”ÛÛé. 

  Write a note on “Asymmetric Encryption”. 

 (C) “Digital Signature” ÍÛ¾Û›ÛÈÛÛé. 2 

  Explain “Digital Signature”.  

    …¬ÛÈÛÛ/OR 

  “Digital Certificate” ÍÛ¾Û›ÛÈÛÛé. 

  Explain “Digital Certificate”.  
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5. ”ÛÛÅÛà ›÷•ýÛÛ ¸ÛæÁõÛé : 7 

 Fill in the blank : 

 (1)  _________ ÅÛÛéïõÛé ïõÛé¾¸ýÛä¤øÁõ¶ÛÛé Š¸ÛýÛÛé•Û ïõÁõà¶Ûé Ü¶ÛýÛ¾Û ÜÈÛÂú±ù ¾ÛÛÜÐü©Ûà ¾ÛéÇÈÛé ™öé. 

  _________ are people who use computer software to gain access to information 

illegally. 

 (2)  _________ …é ïõÛÁõ¨Û ÈÛ•ÛÁõ¶ÛÛ ÈÛȩ́ ÛÛÁõà ˆ-¾Ûé̂ ÅÛ ™öé. 

  _________ is unsolicited commercial e-mail. 

 (3) NIC ¶Ûä× ¸ÛäÄ×õ ¶ÛÛ¾Û ________. 

  NIC stands for __________. 

 (4) _________ …é Anti-Virus ¶ÛÛé þùÛ”ÛÅÛÛé ™öé. 

  _________ is an example of Anti-Virus. 

 (5) DES ¶Ûä× ¸ÛäÄ×õ ¶ÛÛ¾Û ________. 

  DES stands for __________. 

 (6) _________ …é¤øÅÛé ¸Ûàî˜ÛÁõ¶Ûà ¦øàœ÷¤øÅÛ Encoding ¾ÛÛ× ÍÛ×þéùÉÛ ™æö¸ÛÛÈÛéÅÛ ÐüÛéýÛ ™öé. 

  _________ is hiding of message within a digital encoding of a picture.  

 (7) SSL ¶Ûä× ¸ÛäÄ×õ ¶ÛÛ¾Û ________. 

  SSL stands for __________. 

   

___________ 


