Seat No. :

LH-105

April-2014
B.Com. (Sem.-VI)
CE-303 (D) :Computer Application

(Information Security)

Time : 3 Hours] [Max. Marks : 35

YA : 6lEl Us<li-L LRl UL €9,

Instruction :  All questions carry equal marks.

1. (A) Information <l 518 28l characteristics AH%AL. 3

Explain any three characteristics of information.
ALA/OR
Security 12@ ¢ ? d-ll Layers A+24l.

What do you mean by security ? Explain its layers.

(B) Information System il Components é&‘-t'l A1 2
Explain in brief components of an Information System.

AYW/OR

“Balancing Information Security and Access” GU2 Al vl

Write a note on Balancing Information Security and Access.

(C) “Information Security Project Team” -l Oj\ﬁ-l& -‘2\]j 9 Auil. 2
Write role of Information security project team.
AYW/OR
E-mail spoofing ARl
Explain E-mail spoofing.
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2. (A

(B)

©

3. (A)
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{12l Threats Y2 &5H @vil :

Write note on following threats :

ey
2)
3)

Compromise to Intellectual property
Virus
Trojan Horse

A1YA/OR

1AL Threats YR -4 Quil :

Write note on following threats :

)
2)
3)

Polymorphic Threats
Espionage or Trespass

Worm

Al AL attack AHAAl

Explain following attack :

(D
2)

Password crack
Man-in-the-middle
2AY4l/OR

Al e attack AH%A.

Explain following attack :

(D
2)

Denial-of-service attack

Mail Bombing

“Risk Management” AH Al

Explain Risk Management.

A1AAU/OR

“Risk Assessment” AHLCL.

Explain Risk Assessment.

“Packet Filtering Firewall” A+l

Explain “Packet Filtering Firewall”.

A1YA/OR

“MAC Layer Firewall” A2l
Explain “MAC Layer Firewall”.



(B) Firewall -l Generation (Udl) U2 -4 «vil. 2
Write a note on generation of firewall.
A2YAU/OR
Structure L A4 Firewall <, ad(l5201 Aendl.
Explain firewall categorized by structure.
(C) Access Control AH1Al. 2
Explain Access control.
A1YA/OR
VPN U lH «vil.

Write note on VPN.

4.  (A) “Substitution Cipher method” AHeAndl. 3
Explain Substitution Cipher Method.
AYWOR
Steganography AH Al
Explain Steganography.
(B) “Symmetric Encryption” 4R A8 vl 2
Write a note on “Symmetric Encryption”.
AHYWOR
“Asymmetric Encryption” 4R A& vl
Write a note on “Asymmetric Encryption”.
(C) “Digital Signature” AH Al 2
Explain “Digital Signature”.
AYWOR
“Digital Certificate” AH ol

Explain “Digital Certificate”.
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5. vudl woul Yl ¢
Fill in the blank :

)

2)

3)

“4)

®)

(6)

(7)
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dlsl sl Gualal 5304 [RaH (g HuUsdl Had .

are people who use computer software to gain access to information
illegally.

251281 QRIRAL dUIRL -394 €.
is unsolicited commercial e-mail.
NIC 4 43 U™
NIC stands for
> Anti-Virus -l elutdl €.
is an example of Anti-Virus.
DES < Y3 -ud
DES stands for
vied Ulsurl {lwed Encoding Hi Azl (quidd ey €.
is hiding of message within a digital encoding of a picture.
SSL 1, Y3 -ud
SSL stands for



