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1. (A) UNE WAL ol @l

(i) Information security (A= [Wrdaz Hildl 24wl 4
(i) Information system-il B HPL Q2L HIU[El AL 3
(1) software (2) data (3) procedures
Y4l
(1)  Systems development life cycle 4l 4
(i) Information -l AHUE el (@SRl UHMAL 3
(1) accuracy (2) authenticity (3) confidentiality
(B) Atuel (el AR S % vliel d @l (s1ueL o) 2

(i)  Availability 21 information-l ellgi(Clscll €.
(i) Hardware | people 3| information security-ll ML .

(iii) Investigation @1 SDLC Waterfall Methodology-ll A% deissl €.

2. (A) NE UBIAL el @l

()  [aldu threats (dal [@P1acuR HlSdl 2404l 4
(i) Al 3
(1)  Anti-virus (2) Password crack (3) Spam
24|
(i)  Risk management ¥i2&l QL ¢ ?t-i?-lécq Al 4

(i1)) Risk control strategy (@2l W&l 24l Defend i transfer control
strategies ERETIE 3
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(B)

3. (A)
(B)
4. (A)
(B)
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ALY [Aseu uRiE 531 Ll oraL yRL (S5l A) 2

(i) __ irisk management strategy -l 2AcAAL G121 €.
(identification, authorization)
(1) ] risk control strategy Al 215 USR 8. (mitigate, reject)
() 2 attack-i 215 BELsRWL 8. (Malicious Code, Machine code)
UG UHIAL Y ellod QAL :
(i)  Access control 2@l {L} 2 Identification 2i- authentication 422l dgldd
Aoyl 4
(i)  Firewall-l 201l ol A del UsIRL Q2L HU[&cll 2A4L. 3
YL
(i) Remote connection A%dl Ao AR (1 R0vdl 25 d Aol 4
(i1) Virtual Private Networks (VPNs) [l A&l 24l Transport Mode o]
Tunnel Mode 42244l dslad YHMAL 3
ALY [Aseu URiE 530 el oraLyRL (1L o) 2
(i) Firewalls 4 Belldl [Qeumd szl asi €. “,5)
(i) _ gateway firewall ¥l transport layer 4R S5 9. (application, circuit)
(i) MAC i‘«g A ©. (mandatory access controls, mandatory area code)
AU UALAL oY ellol QML :
(i) Cryptology 2ed ’i;L,? adl Slaee @vil. 3
(ii) Transposition Cipher method G&lsxul AUl&d Al 3
YL
(i)  Asymmetric Encryption (dal i€l 241l 3
(i) [Ald cryptographic tools (dlal Huledl 24, 3
U (el AR S S vilel d vl (sl o) 2

(1)  Encipher vzdl plaintext 4 ciphertext Hl Qi{id[?ect s3dl.
(ii) Exclusive AND i cipher method 8.
(iii) SSL 2i2@ Secure Sockets Layer.
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1. (A) Write answer of the following :

(i)  Describe about information security. 4
(i1)) Explain following components of information system. 3
(1) software (2) data (3) procedures
OR
(1)  Explain systems development life cycle. 4
(i) Explain following characteristics of information 3
(1) accuracy (2) authenticity (3) confidentiality
(B) State whether given statements are true or false. (Any two) 2

(1)  Availability is a characteristic of information.
(1) Hardware and people are components of information security.

(ii1)) Investigation is a phase of SDLC waterfall methodology.

2. (A) Write answer of the following :

(i)  Describe about various threats. 4
(i)  Explain. 3
(1)  Anti-virus (2) Password crack (3) Spam
OR
(1)  What is risk management ? Write its importance. 4

(i) Give information about risk control strategy. Explain defend and transfer

control strategies. 3
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(B)

Fill in the blanks. (Any two)

(1) A key component of a risk management strategy is the .
(identification, authorization)

(i) _ isatype of risk control strategy. (Mitigate, Reject)

(ii1)) _ an example of attack. (Malicious Code, Machine code)

3. (A) Write answer of the following :

(B)

(i) What is access control ? Write differences between identification and
authentication,

(i)  Write importance of firewall. Explain types of firewall.
OR
(i) How to make secured remote connection ? Explain in details.

(1)) Write about Virtual Private Networks (VPNs). Write differences between
transport mode and tunnel mode.

Fill in the blanks : (Any two)

(i)  Firewalls can be categorized into _ groups. (4, 5)
(i) The  gateway firewall operates at the transport layer.

(application, circuit)
(iii)) MACstands for . (mandatory access controls, mandatory area code)

4.  (A) Write answer of the following :

(B)
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(i)  What is cryptology ? Write its history.

(i1))  Explain transposition cipher method with example.
OR

(1)  Explain asymmetric encryption.

(i1) Explain various cryptographic tools.

State whether given statements are true or false. (Any two)

(i)  Encipher is a process to convert plaintext in ciphertext.

(i1)) Exclusive AND is a cipher method,

(ii1)) SSL stands for Secure Sockets Layer.




